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1.0 Overview

Dumbo is meant to be executed directly from a USB thumb drive. The application will require
being run as SYSTEM. Dumbo will output details on network adapters, camera devices, and
files. The output will also be logged in a file called “log.txt” in the same folder as the program’s
execution.

Runner.exe: Main executable for Dumbo. Takes no parameters, and should be run from
a SYSTEM cmd.exe shell. This file can be renamed as desired.

scanner.sys: Driver necessary for Dumbo to run correctly on 32 bit Windows XP.
Driver will automatically be installed and removed, if necessary. Driver must be named
“scanner.sys” and located in the same folder as Runner.exe to be installed correctly. The
driver is not needed, and will not be installed, on any operating system other than 32 bit
Windows XP.

2.0 Getting Started

2.1 Pre-Execution

Dumbo requires that the user be logged in to run.

Dumbo requires being run as SYSTEM, and should be executed from a SYSTEM level
cmd.exe shell. The program will prevent itself from being run outside of such conditions and
produce output such as seen below in the “Sample Failure Output” section.

64 bit Windows XP is not supported. If run on Windows XP 64, the program will not
attempt to do any of its features. An example of this can be seen in a screenshot below in the
“Sample Failure Output” section

Although Dumbo attempts to output details of Bluetooth adapters, it cannot validate them.

2.2 Execution

¢ Run the program from a SYSTEM level cmd.exe shell

e The program prompts for an exit timer once all of its steps are completed. The exit
timer will not begin until the thumb drive the program is run from is ejected. If the
drive is ejected before the user manually inputs an exit time, the time is assumed to be
7 minutes.
NOTE: If the user enters an exit time to override the default 7 minutes, they
MUST hit “Enter”. Failure to hit “Enter” will cause Dumbo to wait infinitely
and not exit, despite drive ejection.

e The program stores a log file back to the USB drive



2.3 Additional Notes

In some instances, programs emulate a camera input to other programs; such is the case with
Fujitsu’s YouCam.exe. When this occurs, YouCam.exe will have control of the actual
webcam, and feed input to other processes as needed. In this scenario, Dumbo may not
output meaningful details related to files.

If another program attempts to use a camera while Dumbo is running, it will not function
properly due to the camera already being in use.

3.0 Sample Failure Output

Dumbo requires that it be run as SYSTEM to execute successfully. If a user attempts to run the

program outside of a SYSTEM cmd shell, the following message will appear. The process will

sleep for 5 seconds to allow the user to read before exiting. The following output is the result of
a user attempting to simply double-click the executable from Windows 7.

(== T— - Y
Command Prompt - = L= lﬁl

Started: 2015-84-02 21:13:17 UTC

Not running as SYSTEM?! Tool can only be run from SYSTEM prompt?
M:\>o

Windows XP 64bit is not a supported operating system. If a user attempts to run Dumbo on this
operating system, the following message will appear and wait 5 seconds before exiting.

cv C:\WINDOWS\system32\cmd.exe

Started: 2015-84-02 21:29:42 UTC

Windows XP 64 is NOT supported?

E:\>




